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Request for Information (RFI)

Battery Park City Authority
Authority Background

The Battery Park City Authority, d/b/a Hugh L. Carey Battery Park City Authority, (‘BPCA” or the
“Authority”) is a New York State public benefit corporation created pursuant to the New York State Public
Authorities Law.

A summary of BPCA's structure, mission, and history, as well as the Battery Park City project area, may
be viewed at: http://bpca.ny.gov/. Public information regarding BPCA's finances, budget, internal controls,
guidelines, and policies, including its prompt payment policy, may be viewed at: http://bpca.ny.gov/public-
information/.

RFI Terms & Conditions

This Request for Information (RFI) is issued solely for planning and market research purposes. This RFI
does not constitute a solicitation, procurement, request for proposals, or invitation to bid, and will not
result in a contract, award, or payment. Responses will not be evaluated or scored. Furthermore, The
Authority will not rank, shortlist, or otherwise evaluate respondents based on RFI submissions.

No costs incurred in responding to this RFI will be reimbursed.

The Authority reserves the right, in its sole discretion, to modify, amend, clarify, extend, suspend, or
cancel this RFI, in whole or in part, and to request additional or clarifying information from one or more
respondents, at any time.

If the Authority elects to pursue a future procurement, it will be conducted in accordance with applicable
laws and policies and will be open to all qualified firms, regardless of RFI participation.

Overview of Request

Through this RFI, BPCA is seeking to better understand the current technology market and vendor
landscape related to software that can automate certain tasks that are currently managed primarily using
spreadsheets. Information received may be used to refine internal planning documents, develop future
procurement strategies, or inform potential scope, schedule, and budget considerations.

The Authority is seeking to collect evaluation data from software vendors to determine market viability,
vendor potential, and procurement options for the following use cases:

Use Case 1 Capital Expenditure Tracking and Reporting and Bond Fund Drawdowns.
Tracking of expenditures by bond fund by bond issuance, including but not limited to
bond fund expenditures to date and bond funds remaining, capital project payments,
bond drawdown requests, bond fund expenditures by bond fund by specified project,
construction in process, capital expenditure limits, bond fund budget to actual
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reporting, bond fund sustainability reporting, and contract spending to Settlement
Agreements and stakeholder approvals.

Use Case 2 PILOT and Abatement Processing. Generating billing, recording payments, and
tracking outstanding receivables for Payment in Lieu of Taxes (PILOT) and applicable
abatements related to properties on land owned by BPCA based on New York City
Department of Finance property tax assessments and abatements and relevant
applicable tax rates.

Use Case 3 Investment Reconciliation and Reporting. Tracking of cash and investment activity
and balances, including but not limited to investment reconciliations, investment
income, fair value, investment-related cash flows, and debt service activity. Note:
BPCA currently has one custodian, two investment managers, and is limited to
investments permitted under its investment guidelines.

Vendors may respond to any or all of the use cases.

BPCA's current general ledger software is Microsoft Dynamics GP. BPCA anticipates that the solution(s)
implemented for the above use cases will be used with both Microsoft Dynamics GP (for which support is
scheduled to end after December 31, 2029) and its successor general ledger system, which has not yet
been selected.

For all three use cases, it is anticipated that the number of users will be limited (20 or fewer).

Section 1. An RFI response should include the following:

The vendor is requested to return an RFI response to the BPCA's consultant and authorized
representative, MFR Consultants, Inc. by Friday, January 30, 2026 at 5 pm EST to
BPCAVendors@MFRConsultants.com. Other Key Dates are available in Section 3. The RFI process is
BPCA's opportunity to ask questions to the vendor about requirements and software solution(s) and to
learn more about how to procure software solution(s). General questions follow in this section. Specific
questions regarding requirements to which the vendor must respond are in Section 2 of this RFI.

RFI responses shall include a cover letter identifying the respondent’s primary point of contact, including
the individual’'s name, title, and contact information, whom BPCA may contact regarding this RFI.

General Questions (Applicable to all Use Cases)

1. Identify to which of the use cases your response applies. If multiple use cases are addressed,
what , if any, are the potential benefits of using the same software across multiple use cases?

2. Details about the vendor’s company strategy and software vision as well as the organization’s
history, size and ownership.

3. Details about recent (within the past five (5) years) examples of similar implementations,
especially in relation to NYS or NYC government entities.

4. Details about vendor viability and economic standing and any vendor or government issues,
including lawsuits or investigations, that have occurred either in the past ten years or are under
current investigation or scrutiny in NYS or NYC.

5. Please indicate whether your company is a New-York State certified Minority-Owned Business
Enterprise (“MBE”), Women-Owned Business Enterprise (“WBE”), and/or Service-Disabled
Veteran-Owned Business Enterprise (“SDVOB”).

6. Overview of the solution(s) offered, including features and functionality, and what makes the
solution(s) superior to others in the market.

7. Details of the solution(s) technical architecture and history (ex. COTS product, built on low-code
platform, SaaS).

8. Details about ongoing support offered for the solution(s).

9. Approach to migration of historical data.
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10. Overview of the implementation process and projected time necessary for implementation.

11. Details about cloud hosting capabilities and relevant security and compliance standards (ex. SOC
2, FedRAMP).

12. Details about your upgrade management approach, specifically addressing: the release history
and roadmap (past two years and next two years), deployment methodology, client
communication protocols, system availability during upgrades, rollback capabilities, and any costs
or client responsibilities associated with version updates.

13. Details about the product cost and procurement: what is the vendor’s pricing model, what are up-
front implementation costs, what type of annual fees are necessary for maintenance and support,
and what, if any, NYS or Federal contracting vehicles are available for procurement of the product
(please include contract number where applicable).

Section 2. Specific RFI Questions for Vendor Responses

Please complete the relevant attached Appendix for each use case for which you are responding and
return as part of your vendor response. If you are not responding to a use case, there is no need to
include the related Appendix in your response

Section 3. Next Steps and Key Dates

BPCA will receive and review all vendor responses to its RFI questionnaire. The RFl is a critical tool that
will assist BPCA with developing next steps related to the procurement of software focused on automating
certain tasks that are currently managed primarily using spreadsheets. It will allow for the comparison of
features and functionality among various vendor solutions and allow BPCA to build a business case for
moving forward with procurement and implementation.

Key Date Milestone Day/Month/Year Time
Release of RFI Monday January 12, 2026 -
Questions Due from Potential Vendors (to: | Tuesday, January 20, 2026 | 5:00 pm EST
BPCAVendors@MFRConsultants.com)

Answers Provided by BPCA to Vendor Friday, January 23, 2026 -
Questions
Responses to RFI due from Vendors Friday, January 30, 2026 5:00 pm EST

BPCA appreciates the time and expertise vendors invest in responding to this RFI. As we work to
modernize our internal systems, your input helps us make informed planning decisions and identify the
right solution(s) for our agency's needs.

BPCA representatives may request that vendors provide a presentation and real-time demonstration of
the current production version demonstration of their solution(s) for further clarification of their response
or to define their potential capability to meet the requirements. However, BPCA may move forward with a
solicitation without demonstrations or presentations.



ON 10 ‘sjuswiwo) ul aquasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :1edIpul 8ses|d ,

L-L
el TR
WNIa3an uonoesuel) A1ans 10} AIO}sIy 9|geadel) B JO 9oUBUSUIERIN JIpny |eouo}sIH

adA} ainypuadxe uoljelauan) .
HOIH pue ‘@ainos Buipuny ‘1eaA [easiy jo9foid ‘puny Agq uonelauab poday yoday oLl
uolelbayu| L
MO 8[0A28)1| Odoaloid ayy Jnoybnody} sjusWHWWOD Yoed | aoueIquindug sit
HOIH S]S02 papiwwod pue ‘|enjoe ‘pauueld Jo AJjIqISIA Bwil-|eay Bunpoel] 1s0D | yL°L
SjuNoWe PadoXxa-Jou-op Jo asn paroidde Bupjoes ) .
HOIH Buipnjoul ‘jaAs] (Junowe joelju02) JUswpuawe ay} Je Ayjiqe Bupoel | uswpuawy et
"S]OBJIUOD pUB S9OUBMO|R Bunoel ] .
HOIH suiebe Buipnioul [9A8] JopJo 3Jom ay} Je sanljige Buyoel | 19pJO YoM 4
'S9OUBMO||E JOBJIUOD S90UBMO||Y .

HOIH 0] YOB(Q S82UBJaYIp PPE PUE SJUNOWE JapJO 3YJOM 8aNnpal 0} AJjIqy Q SI8PJO WO 4

‘(s@ouemoye
Buionpal s1apJo YJom 1) sIapIo yom ypm diysuoijelal Bupoesy | oLL'L
HOIH 8y} pue ‘saseasou] ‘ebesn Buipnjoul ‘seouemole yoel} 0} Ajjqy 9oUBMO||Y

Bupjoes | .

HOIH suolouysal pue ‘Buiwi ‘sjuswasINgsip puod yoel} 0} Ay umopmelid 611
(-010 ‘puny |essuab ‘syuelb ‘spuoq swabeuepy .

HOIH 9°1) 109o01d a|buls B 0] s82IN0Ss puny ajdiynw ubisse 0} Ajqy [ @24nog Buipung gLl
Bunebpng .

HOIH sjuswpuswe pue sjuswjsnlpe spoddns jey) Bunabpng Jea-ynpy JeaA-i}nN Ll
HOIH uone|dwod 109foid uodn jnoAed pue sjunowe abeuiejas yoddng abeuiejay 91l
HOIH ‘[oA8] 108loid-||n} pue gns 8y} Je siajsuel) pue uonewloul pajielaq | InQ-esoip 108loid | gL
HOIH 19A8] (yoeay) 109loid-gns pue 108foid yjoq je 1no aso|o Jo8loid | INQ-9s0|) 109l01d 1L
uoneroaidap Joy Bejy pue josse [ejded e se yoel} 0} Junodoe .

HOIH ajeudoidde o} sjej0) Jajsuely pue 108foid e Jno-as0jo 0} ANjIqy | INO-8s0]D 108loid el
Bupjoeuy Bupjoes | -

HOIH ainjipuadxa pue Buiuueld |eyides oioads-j0afoid Joy sa|NpoN ol10adg-108foid Ll
"0}9 ‘sjuswpedap aInpnis L

WNIa3an ‘sauljawi} ‘saainos Buipuny ‘siapeyo 1oafosd suyap 0} Ajjigy 9 dnjag 108foid VL
sjuswwo) HoA1eqg oy Mgy fAond s|iejaqg juswalinbay ai

sumopme.q pundg puog pue Bunioday pue Bunpjoel] ainjipuadx3z jeyde) :L# ased asn "} xipuaddy

sjuawaiinbay jeuonoung |}




¢l

ON 10 ‘sjuswiwo) ul aquasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :1edIpul 8ses|d ,

PBaNILILLIOD SNSIBA |[en)OE SNSIBA

WNIg3an 196pnq Ae|dsip 0} pseoqysep oljojuod j08foid e ‘e dwexs Jo4 ‘ejep oljojod 108foid AN
awi-leal spoddns jey) sainjes) pieoqysep Ajpuailj-iasn ‘a|qesnbyuod
'saoue|eq puny awi salewwns .
WNIa3an -[eaJ Se ||om Se ‘Spunj puoq Joj SaBWIWNS UOeZ||n a|ge|ieAe Ajipeay uonezinn Vel
sjudWIWO) HoAI19@ 03 ANjqy Auoud s|iejag juawaliinbay al
sonhjeuy ® Buipoday "¢°)
(no3o007 sjuswiysnipy .
HOIH eje( |eouolsiH :a4) saujua Bunsnlpe 1o} sjeaosdde pue sjied; Jpny eleq el
‘pazijeul} usaq sey }aam UMOPMEIP O — .
HOIH e 99U0 sabueyd aaijoeolal Juaaald 0} IN0X007 eleq |EJLO0)SIH nox307 Bl gct
ANIa3In ¥ xipuaddy <MMMJMM%M__& sclL
bai A A A e
se |4Y SIY} 0} paxauue syuawaiinbal AJundasiagh) s,y0dd Aq apigy ou1 Aq opigy
swia)sAs suolelbaju| .
WNIa3n Buiipne [eulalxa yum asn Joy spodas pue sbo| podxa 0y Ay | waisAg Bunipny vel
UO[}BIUSWINDO0P Payul| JO payde)e apnjoul .
HOIH jey) suonoesuel} [eydes pue sumopmelp Joy sboj Apeal-jipne ||n4 sbo7upny et
HOIH 030 ‘Bunsod ‘Buinoidde ‘Buieniul 9soy} usamiaqg suoiOUSIp Jes|n senna rArAl
: : LS et . LA 10 CO_H—N._MQQW
HOIH "ejep |eono Ajpow pue ssadoe 0} suoissiwiad paseg-a|ol ainsug SS9V A
i ; U paseg-a|0y
sjuUaWIWon HoAI19a 03 ANjqy Auoud s|ieyaqg juawaliinbay al
Hpny B ‘lonuo) ‘AQjundsg z'|
"0)9 ‘saul|peap asuel|dwod ‘uonelidxa puny SUOIIBOLIION .
WNIa3an puoq ‘spjoysaiy} 36png Buiyoeosdde usym suonealou pajewony Q sua|y et
‘slenoldde Joj 8)nos pue ejep umopmelp SMOMIOMA .
ANIa3n uo paseq sJays| lerosdde ajesauab Ajjeonewolne o} Ajjiqy leaoiddy 0c'L’L
SMO[PHON .-
HOIH “MOJYIOM BY} OJUI }|INg suoissiwlad paseq-sa|oy lenoiddy 6L
(smojpiom [eaosdde ybnoayy a3nod snwi jeyl
S9|qRIDAIISP ||V) "018 ‘SUOIJEDO||EDI ‘SUMOPMEIP ‘SjUBWISSINUIISI SMoOIOM | 8L°L7L
WNIa3an ‘sjuswpuawe ‘sysanbal 196pnq |eydeo uoy sjeaoidde ajqeinbiuo) leaoiddy

sumopme.q pundg puog pue Bunioday pue Bunpjoel] ainjipuadx3z jeyde) :L# ased asn "} xipuaddy




€l

ON 10 ‘sjuswiwo) ul aquasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :1edIpul 8ses|d ,

"S|0JjU0D
pue suonejwl| yyum uonelbajul oy uondo Ue 8g pinoys aiay] ‘siequinu

'91020.1d

MO s,90ueuUly Joedwi piNod jey} nd BjEp Al OJeWOINE UB 8q JoU p|noys U uonesBay| orL
. Joy Ayjeuondo
a8y} Inq ‘210001 Ul uesald s| ejep |nyosn jey; Ajiqissod e si aleyl
. swa)sAs o
ajgeoidde i ‘suoneooy/sjesse [eaisAyd o} sjosfoid [eydeo e
MO |9edl] ] edoj/s} |edisAyd o} sjosloud |eyl 1 1988V/S19 Svl
WNIa3an "0} ‘s9|Npayds melp ‘sadueleq puny Bujuiejuod sjoo | wswabeuey i)
o puog/Ainseai]
e ¢ ‘ ‘ alemjjos o
WNIa3an 019 ‘sjuswAed JOpusA ‘sjoenuod ‘sQd wodj ejeq JUBWBIN0) oAl
dO 03Ul 3oeq seuus [eldueuly }sod pue suoljoesuel)
HOIH [exdes psjnpayos Jodwi 0} suonesBajul moyy ejep [euoljoaliplq poddns uoneltbaju| 4o A
pInoys uoin|os ay} ‘4o Bulaq waysAs [elduBul JUSLIND BY} YA
"'SW9)SAS 43 Ylim Joauuod o}
WNIa3an a|ge|ieAe suoleinbiyuod pue suofelbajul jo Aelie apim e aAeY pinoys | suolelbaju] 443 Lyl
uonn|os 8y} ‘Wa)sAs 4y Mau B 0} UolISUel} [eNJudAS ay} Buliapisuo)
sjusWIWo) HoAl19g 03 ANjgy Aoud s|iejaqg juawaiinbay al
uonesbaju| |
‘pajo|dwod usaq Apealje aAeY jey) Syeam 2181 1BOLIOIS! .
HOIH umopmelp pue sway Buipnjoul ‘spodal umopmelp [ealoisiy Hoddng 1EQ [EUOISIH | OL€E"L
HOIH suodal umopmelp puog Apyaam Buipnjoul ‘Buipiodal oipouad poddng mw__ﬂwmww 6°€L
HOIH "S9SSE|D SNOLEA OJU| ejep azloba)ed ued jeyy Buipodal ojweuiqg Bupoday g8'elL
; ; ; : ; a|gelnbyuo)
aoueldwo) .
ANIA3N Buioeuy jesse |epdeo Jueldwod-gSvo L'eL
asvo
MO saseyd j09(o.d |e}ided 1o} SMaIA BU0}SIW IO JJueD SMBIA 9¢lL
: : : ; aseyd 108loid
WNIa3n sumopmelp pue sainjpuadxa |eyded Jo }sesai04 siseoslod el
: ; pajoaloid
(syuswaus paseq | soue|\ Buioday .
WAIAIN | _joen *9°1) $9|0J Josn pay1oads 10} SUOIOLISS) SS80B UM spieoqyseq paseg-9|0y vel
‘walsAs pieoqysep uonelbaju| .
HOIH [elouBUl. 9AISUBYSIdWOD ‘B)e)s-aininy 8y} yym ajesbajul o} Aigy pJeoqyseq eet
sjusWIWo) JoAI19g 03 ANjgy Aoud s|iejag juawaliinbay al

sumopme.q pundg puog pue Bunioday pue Bunpjoel] ainjipuadx3z jeyde) :L# ased asn "} xipuaddy




ON 10 ‘sjuswiwo) ul aquasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :1edIpul 8ses|d ,

Aynuiuod ssauisng pue uoneuswnooQg .
HOMH Buipseoquo poddns 0} uOIIBJUBWINIOP MO[JHIOM PUE WBISAS }SNQOY wa)sAs 1snqoy gl
HOIH 9JNJONJIS pun} pue sUNoJJe JO Peyd ajgelnbiyuo) SIMonAs GGl
; eje( a|qelnbyuo)
sauenb ejep ooy pe se ||om se (4ad 00 wmw_mwﬂo .
HOIH ‘ASD ‘[@9%3) siewuoy aidiynw ui spodxe pajnpayos 1o} Yoddng H Py/sHodx3 val
painpayds
uolEdIUNWIWOD |dV 9|qI1Ssa20y .
el wa)sAs-0)-wa)sAs 1o} AjljIge|ieA. |4y 9]gISS89e Jo |dyuadO ue Jo |dyuado egl
swa)sAs [eloueuly LoneIBIN e1e .
HOIH pue syeayspealds Aoeba| wouy saoinies uonelbiwodwi eyeq HeDIN Elea cgl
‘salyljiqe dn-yoeq JswAo|dag .
WNIa3an pue ‘Ajunoss ‘Ajljiqeleos 1oy paysoy-pnojo aq Ajjeapl pjnoys uonn|os paseg-pno|) Vgl
sjusWIWo) 9Al1e@ 01 Ajigy Aoud s|ielag juawaliinbay al
uonejuawajdwi G°}
“joeq pasy 0} s)ndjno jueas|al Joj pue ‘1abpa) |esjouab ay) woly |  smoj4 eyeq Aem .
WNIa3w ur pas} 0} Uolew.ojul pajejal-puoqg Buimojje ‘Woddns moj} ejep Aem-g -z oy poddng | £V
sjusWIWo) HoAI19g 03 ANjigy Aoud s|iejag juawaliinbay al

sumopme.q pundg puog pue Bunioday pue Bunpjoel] ainjipuadx3z jeyde) :L# ased asn "} xipuaddy




ON 410 ‘sjuswiwo) ul aquasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :91eDIpul 8Ses|d ,

L-¢
SMaIAB -
HOIH |eba| pue s}ipne 10} |Iel) UOISIO|P pue UoloBSUEl} [N} UlBJUIBIA yoddng 1pny Lie
uolelbayu| .
MO (e1qeolidde y1) sainpaosoid uonejeoasa ajeniul pue JusawAed-uou Be|4 uonos|j0D/ual] 9lle
sjuswaaibe Buuidxs 1o ‘syjuswAed ‘suonebiqo SIENV] .
WNIg3an Buiwoodn jo siapjoysyels |eulalxa pue yeils [eusdjul AoN 9 SUONEOIION shie
aoueldwo)
psseg | vlL'L¢
MO ajgeoidde ji ‘s|dy O} pal} SUORIPUOD Moel| -90UBWIOHSd
Buibbo .
HOIH |0J3UOD UOISIaA pue sBOo| Ipne yum sjuswasibe 0} sjuswpuswe Mo|ly | UM Sjuswpuswy ehle
uoloUNSIP [BI}USPISSI/[BIIISWWOD
Buipnjoul ‘ejep yuswssasse papodwi/papeojdn 0y | Aiu3 uonewdou| [ zLL'Z
HOIH S|ege| |eula}xa/|eulajul pue uolewlosul ayis Jo uoneoldde pajewoiny a]IS ajewoiny
saipadoud suoioNpay .
HOIH ajgeoldde uo suononpal Aeak jo uoneoldde ayy ayewoiny pajewoiny Wie
UOIJOUNSIP [BIJUSPISOY/|EIDIBWIWOY | S8INY UORONPaY L
NNIa3an Jo ‘uoneoo) ‘asn ‘ssejo Apadoud Ag syjuswaleqe Alddy ® uondwex3 olie
WNIaan swJd} Juswaaibe uo paseq sajep anp d)e|ndje-oNy selegana| 61¢
(o1 Bunjoel ] o
NNIa3an ‘lenuue ‘Auapenb ‘Ajyjuow) saouanbady JuswAed wosno pyoddng a|npayos gl
NNIa3an syo-a)m pue ‘sjuswAiedaid ‘sjuswAed jeiued pyoddng | poddng juswAed 1’12
uoneolddy .-
HOIH suonebigo Jo spouad Buljig oyoads 0y sjuswAed Ajddy JuswAed 9le
HOIH Buyjiq Jeye 1disoal JuswAed poddng sydiaoay yse)n G2
i iz
HOIH pue jual seq Buipnjoul ‘Bullliq 1OTId 0} 894 [euonippe ppe o} Aujiay | Anjgixs|4 Bul
sa|npayos uodn-paaibe Jo sjunowe .
HOIH paxi} uo paseq sadnjou Buljjiq J0 SadI0AUl JUBWSleqy/1 Old dlelauas aulbu3 Buig ee
spouad juswabeuelp .
WNIa3IN | eAosys pue ‘suoiipuod ‘sajnpayds ‘swis} Juswaalbe a1o)s 0} AjjIqy Juswaalby cle
juswabeuelp .
HOIH Jaumo Jo ‘Auadoud ‘[eosed Aq sjuswaalbe Juswsaieqe/] OTid YOIl Juswaalby ie
sjusWWo) LJaAla 03 Mgy fond s|ielaqg juawalinbay ai

sjuswaiinbay euonoung 'z

Buissado.d Juswajeqy pue 101Id :Z# 2sed asn "g xipuaddy




ON 410 ‘sjuswiwo) ul aquasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :91eDIpul 8Ses|d ,

¢¢
JUBWISSASSE |1} SNSJAA Hoday .
nNia3w sjuswAed 1 O7Id ‘Sjuswajede wolj anuaAal xe) suobaioy pajewnsy [ joedw| anuanay e'ee
Hoday
HOIH Auadoud;Anus Jad Juanbuijep pue ‘Buipueisino ‘pred ‘paj|ig sjunowy SU01199]|0D AN A
g Bulig
syjuswoalbe | poday Alojusau| .
WNIa3an juswialeqe/| O11d Bulwoadn pue ‘paidxa ‘eAoe jo Alewwng wawaalby vee
sjudWIWOD HoAI19@ 03 ANjgy Auoud s|iejag juawaliinbay al
sonfjeuy B Buinoday "¢z
HOIH wajsAs ay} ojul-}jing smojpiom [eaosdde paseg-ajol ‘a|gelnbiuo) SMOIPHOM 9Z¢
jenosddy
(uoisuaixa Jo |eaoidde uswajeqe SI01UON [Eews1u .
HOIH 10} M3IABJ da)s-0M] *8°1) SMO[PIOM |0JjU09 |eussiul Joddng 10407 | Wl gce
"0}@ ‘suoljeuiwlalap asueldwod ‘syuswisnipe Buljiq ‘Aioysiy s|lel| .
HOIH swAed ‘sebueyo Juswaalibe Jo sjiel} Jipne 8}9|dwod ulejuie Hupny aejdwon vee
(s1asn 2jgnd ‘sioypne SS500\/ [BUIBIX .
NNIaan 9°1) $S900E |BUISIXd pajiwij-awi 10 Ajuo-peal oy Ayjeuondo VI 3 gce
"0}0 ‘Mmainal Aojod Jo |ebs| SS900Y .
MO ‘Buissaoo.d Juswded ‘uonenobau Juswaalbe 1o} ssaooe sjeledas pajesedag cee
spJooal Juswaleqy ¥ 107Id $S900Y .
HOIH anoidde pue )pa ‘MaIA UBD Oym JOLIISBI 0} SS900B Pased-9|0y paseg-9|0y lee
sjuUaWIWon HoAI19a 03 ANjqy Auoud s|ieyaqg juawaliinbay al
npny %@ ‘jonuog ‘Aundeg z'z
(syunowe suonenoen L
HOIH a|qe||ig ‘1) sainbly Alessaoau aAlBp 0} SUOIeND|eD PajewoINy pajewoiny cele
paAladal uonel|1ou0oay L
HOIH 9NUBABI SNSIBA SjUNOWE PaJ|iq O uoljeljiouodal Alyuow poddng Ayjuop ke
suoljenojes ay} o) paljdde .
HOIH Ajjeonewolne sajels sjgeoijdde aaey pue pouad uaalb jos|as 0} AljIqy sajey xe| 0cie
WNIa3an uoljew.ojul Juswssasse Jo speojdn yng yoddng speodning | 6112
uonenobaual Jo aoueldwod .
WNIg3an 0} anp sjuawsajeqge Bunsnlpe 1o Bunisinal 10} smojppiom poddng sjuawisnlpy 8lle
sjusWWo) LJaAla 03 Mgy fond s|ielaqg juawalinbay ai

Buissado.d Juswajeqy pue 101Id :Z# 2sed asn "g xipuaddy




€-¢

ON 410 ‘sjuswiwo) ul aquasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :91eDIpul 8Ses|d ,

dO ojul sypalo Juswsleqe pue senuanal jsod o} suonelbajul poddns

WNIa3w pInoys uoin|os ay} ‘4o Bulaq waysAs [elduBul JUSLIND BY} YNAA uone.belul o eve
"'SWa)SAS 4y 3 Y}im Joauuod o}
HOIH a|ge|ieAe suoleinbiyuod pue suofelbajul jo Aelie apim e aAeY pinoys | suolebaju] 443 Ve
uopN|os 8y} ‘WalsAs 443 Mau e 0} uolIsuel} [enjuans ay} Bulapisuo)
‘ ‘ wajshg o
HOIH salljue a|gexe) pue ‘ejep [9oJed ‘sanjen passasse JUAS JUBWSSOSSY XE| 1'v'e
sjusWIWoO) HoAl19g 03 ANjgy Aoud s|iejaqg juawaliinbay al
uonesbaju| v’z
asn |ejuswyedap-sso.o 10y SIPULIOS Liodx .
HOIH | (NOsF 10 ASD) steuwoy ejep uado pue ‘j90x3 ‘4ad ut Hodxa o} Aqy | SIPHHed O3 | clee
pJeoqyseq .
MO s1ab611) @ouewIopad pue suoplipuod Juswaalbe Jo snjels [ensi souendwon 11ee
‘a|qeoldde se ‘sainbiy pauodal aALBp 0} Alessadau
suone[nojes pue spodal Asejuswalddns apnjoul pjnoys Buipodal siy |
|enoy o} 1ebpng e
PaAIeO9Y SAPI|Ig e spodey N
HOMH sbul||ig Juswssassy o |euoneziuebiQ ol'ee
sydisoay ysen e
:Buipnjour ‘(-03e ‘Aepenp ‘Ajyiuopy “a°1) spouad snouea
10} Buiodal jeuonjeziuebio jualind ajessuab g ainbiyuod oy AjIqixal4
HOIH Buip|ing Aq spodal snouea ajesauab o) Aljiqy | spoday Buipjing 6'€C
HOIH INHO pue sjuay aseg uo podal o} Ayjiqy | N4D g Iuey aseg | g€
sBuidnolb snouea ul ode e1s .
HOMH suolje|nojes pue ejep BuiAe|dsip podal jlejop a|qelnblyuod ‘ajgepodx3 Hoded fielea | L'e'e
uonewojul uoday Atewwn e
HOMH Aessadau aseomoys o} Jodas Arewwns ajgeinbiyuod ‘s|qepodx3 s S| 9¢€¢
_ . Moday o
MO sabueyo jo joedwi |eloueuly pue ‘awod)no ‘Aouanbauy oel | suswisnipy 5ez
HOIH (me] Ag pasinbai se) syjbus) >oc9m%M%_Mw_. vez
wJa) pue ‘sjunowe ‘syusidioal 1 O7|d Buimoys Aiewwns ajgepodx3 oang
sjusWIWo) JoAI19g 03 ANjgy Aoud s|iejag juawaliinbay al

Buissado.d Juswajeqy pue 101Id :Z# 2sed asn "g xipuaddy




ON 410 ‘sjuswiwo) ul aquasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :91eDIpul 8Ses|d ,

HOIH ainjny ay) ul sweiboid aAuadul 10 | Old MaU ppe 0} 9|qe[eds sweuboid 862
; ; : ainjnd 1o} 8|qejess
HOIH (Ao poddns 1dv | 2'6°
d¥3 01 ouAs “a'1) ebueyoxa ejep pajnpayos 1o s|dy Jo} woddng
slebeuew spieoqyseq .
HOIH weiboud pue ‘|eba| ‘@oueul) 0} palojie} SpIeoqUSep pased-s|0y paseg-9|0y 9ge
WNIa3an slapulwal aoueldwod pue saoljou Buljjiq jo uonelsusb yojeg | uonelsuss) yojeg G'Ge
sjuswAed Ajqeden .
HOIH |eauo}siy pue ejep juswaaibe Aoeba) Joy Ajjigedes podwi ying Hodw) yng vae
‘)0 ‘snjels Aanp/buiioday .
HOIH awAed ‘wis) 10| ‘@)s Aq Jay1 0} Jap|ing Auanb pue Buipodas ooy py 20H pY ese
sa|nJ aoueldwod pue sainpnis .
HOIH ‘sejnwoy Buljjiq ‘sadA) Juswaalbe 1oj sainjonis ejep ajgesnbiyuo) | eleq ajqeinbiyuo) ¢se
‘saljljige dn-)oeq swAo|dag .
WNIa3n pue ‘Ajunoas ‘Ajljiqe[eos o) palsoy-pnofo aq Ajjeapl pjnoys uonnjos paseg-pno|D) V'ae
sjusWWo) HaAI2a 03 Mgy fuoud s|ielaqg juswalinbay ai
uonejuswajdw] g
(weysAg Aousioyag | swelsAg Juswad -
HOIH opuo) ‘a°1) sajnpow Buiyoel) uonoa|joo yum ajelbajul 0y AyjeuondQ | Jojug/suonos|io) sve
. . . suolnjelbaju|
saonou [eba| pue ‘@ouspuodsaliod ‘spodal aoueldwod ‘sjuswaaibe .
ANIa3an . juswabeuely y'v'e
paubis a10)s 0] suonjelbajul poddns ‘siy) op Jouued WalsAs ayy 4|
juswnooqg
SsjuUaWWO) HoAI8Qa 03 Mgy fuoud s|ielaq juawalinbay ai

Buissado.d Juswajeqy pue 101Id :Z# 2sed asn "g xipuaddy




ON 410 ‘sjuswiwo) ul aquoasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :1edIpul 8ses|d ,

L-€
o1 onousey eje T
HOIH uo paseq JoSIApe J0 ‘puny ‘adA} Juswisanul Ag ejep joulsal 0} AjjIgy HoLISeY Ejed ece
MO SIOMBIABI [BUISIXS pUB SIONPNE J0) SS800. AjUO-peay | salued |[eulaixg rAAL>
(doypne ‘yanoisdde ‘Aius aped; “o'1) SS900Y .
HOIH 8]0J Jasn Ag uoinjoe pue A|IGISIA JOL}Sal 0} [0JJUOD SSBJ0B Paseq-9|0y paseg-a|0y e
sjuswWwWo) HaA1eq oy Mgy fuoud s|iejeq juswalinbay ai
Hnpny % ‘lonuod ‘Andeg z'¢
Ejepejow s|ied] ypn L
HOIH dwejsawny/sasn yym sieaosdde pue ‘sebueyo ‘suonoesued e 607 IeLLIPNY | clLe
'0J0 ‘s|jeaosdde pakejep ‘suonjoesuely Bulpuey .
WNIa3n payojewun ‘suoie[olA Aoijod Buipnjoul ‘suoiideoxe Jodas pue ualy uondeoxg be
alnsodxa aoueldwo) .
MO J0308s/1anss| ‘sbuijes ypaJd ‘sywi| Ajuniew Joy Buuojuow paseg-ajny Aoljod oLre
(8L'a uoleIsusD)
HOIH pue ‘71 ‘91 °a sjuswsaiinbai 9as) s|oAs| uoeN[eA ‘sja)ong Ajnjew Eocuoo.n_ asvo 6'L'E
s Jipa1o Bulpnjoul ‘z/ pue ‘O ‘L¢ GSYO 404 sejoujoo) poddng
S8LJUS |enuew pue sanjep .
HOIH spaaj Buroud Buipoddns ‘suoiien|ea joylew SNSIaA Y00 UIBJUIB| Buluiejuiepy gLe
spodal pue SI9)s| JUSWI)SBAU| PaINdaxs jsujebe suoljel|1ou0oay .
HOIH SalIAljo. JO sjuswale)ls aiedwod Jey) SUoIjel|Iou0dal pajewony pajewoiny Le
suondaoxa 1oy Buimojje ‘spiodal (1IoSIApe |  splooay jsuleby .
HOIH J10) [e1po)sno jsuleBe suoloesuel) pue ‘awodul ‘suonisod yoep uonel|1ou0day oLe
HOIH SopuUnoss Buijoes] 1sesu | g'Le
||e SSOJOB S8|qeAIadal pUB SWOdU| }SaIa)ul 3oel} pue ajejnojed :
yo-ubis SMO[PHOAN .
HOIH uoljel|iouodal pue sjeaosdde apely 1o SMoIoM [eAosdde woysn) leaoiddy vie
s|ieJ} yipne Buluiejuiew pue s|jeaolddy .
WNIa3an uoneoynsnl uuinbai ‘ejep |eaoidde snsiaA 8jep UOINJBXS PI0IDY aAioeolOY ee
slosiape Aq T T —— .
HOIH pajnoaxa sapel} 1o} Ajjeloadse ‘Aijus aped) yoleq Jo [enuew poddng 3 epelL | Zlle
WNIa3an ueipoisnod pue ‘Josiape ‘adA} ‘osloid ‘puny Aq sjuswsanul be | EmEM_ﬂMﬂM_\AV_ 1'L'E
sjusWWo) LJaAla 03 Mgy fond s|ielaqg juawalinbay ai

sjuawaiinbay jeuonoung g

Buijioday pue uoBI[IOU0IDY JUBWIISAAU] CH 9se) as "¢ xipuaddy




e

ON 410 ‘sjuswiwo) ul aquoasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :1edIpul 8ses|d ,

HOIH awll} JaAO SIseq }s02 Ulejulew o} [9A3)] oljojlod ayy Je saijjiqe Bujoel] | Bupioel] oljoplod 6'€¢e
HOIH SJUNOJ2E JUBLIND Ul SJE SBIIINJ3S ainsua 0} saljlige Bupoes] | Bunoes] unoddy | g¢e'¢
HOIH ‘Ajunjew Jo sjes yoes Je ssoj/uieb pazijeal uo Buiuoday ssojues | z¢€¢
HOIH 199x3 ul Ajpoauip spodas Ajyjuow uniodxa o) Aljiqy | 1ewloo Buioday g'¢e
HOIH Josinpe juawisanul Aq eouewlopad pue sapel) dnoio skodoy gee
; : WBISIBAQ JOSINPY
suoday
WNIa3n papaaoxa s)wli| ‘suoleolA ‘einsodxa JybiybiH aouedwo) | €€
foiod
ANIA3IN SalJeWIWNS UojoBSUEl} pue suolisod paydjewun/paydiei spodey cee
’ ; i uo[}el|19uoday
punjjuawisaAul Jad awooul }saiajul Buljiouodas | spoday awodu| g .
HOMH pue Bunenojes Buipnjoul ‘}seiaiul paAlgdal pue pajoadxa yoed] |  1sa8ju| panIddy cee
"0} ‘paules awoodul ‘plalA ‘uoiesnp | spoday Alewwng .
HOIH ‘anjeA Jo)iew snsiaA Yooq Buipnoul ‘Buipodas Alewwns oljopuod oljojuod L'ee
sjusWIWo) HoAI19g 03 ANjiqy Aoud s|iejag juawaliinbay al
sonhjeuy B Bunuoday "¢
(pidel alow aq p|nod Ing ‘yeam Jad pajebaibbe Ajjuaiind uonebaibby .
HOIH “a'1) sjeanosdde apeuy 1o} pouad uoiebaibbe ayy ul Ajijeuondo apel] 6ce
(s1om9]
ojul uonew.oyur Buisodindal aeulwis “a°1) sjeaosdde
opeJ} punole deim Joj MO[IOM PaSEg-IoNS-UoU B duyjeg e jeacuddy N
HOMH sjeaoidde 1o} 8)n0J puUB ‘SUOIjeWUOD uonewluoD gce
uo paseq ‘sia)a| apeJ} ajesauab Ajjeojewoiny e
:0} Ayjeuondo
Buibboj MO[PHOAA .
MO dwejsawi) pue ajeuoljel palinbal yym mojiom [eaosdde aaioeoloy |jenosddy Lece
HOIH sbo| [enosdde padweisawi} Yjim SpI0dal [[B JO) [0JJUOD UOISISA | [04JU0D UOISION 9ze
'0)0 ‘suondaoxa ‘sabueyo ‘sjeaocidde ‘Asus el 1 1on .
HOIH opeuJ} Buipnjoul ‘sboj padwejsawi yym ANAIOE |[e 1oy [ied} Jipne [n4 ItelL upny e
uo[jel|1ouodal sannQg .
HOMH pue ‘[lenosdde ‘uopnoaxs usamiaq salnp Jo uonesedas aoioug Jo uonjesedag vee
sjuawwo) «aAl9g 03 ANjiqy Auoud s|ielaqg juawaiinbay al

Buijioday pue uoBI[IOU0IDY JUBWIISAAU] CH 9se) as "¢ xipuaddy




€€

ON 410 ‘sjuswiwo) ul aquoasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :1edIpul 8ses|d ,

suodwi/spodxs ejep pyoddns uonelbaju| "
WNIa3n 0} (wa)sAs |eioueUl JUBLIND BY}) 49 Yim ajelbajul pjnoys wajsAs ay | 19 d9 vve
sjeniooe pue sjuswisaAul o} spodxe Asjus jeulnol
HOIH poddns pjnoys siyL eininy Jesu sy} ul Buluonisues) 8q |IIM yYOdd | suonesbsiul 443 eYe
oy} Buepisuoo swajsAs 4y3 Jo Ajauea e yum suonelbajul yoddng
uo
HOIH uonjelbajul Jo peojdn ybnouyy uoneliouodal nesBay/speoidn Zhe
apeJ) 1o} SIOSIAPE JUBW}SaAUI Woly sajejdwa) pazipiepue)s }deody | - opEl) JOSIADY
uaxaN ybnouyy |dv 40 ‘ASD/199XT ‘d14S uonesBaju| e
HOIH ‘14IMS ‘Buipnjoul sjewo} Ul Ueiposno wol eyep Alyyuow/Ajiep 1deooy |elpoisny bre
sjuaWIWOD HoAI19a 03 ANjqy Auoud s|ieyaqg juawalinbay al
uoneibayu| ‘p'g
(-010 ‘49]|043U0D spieoquseq .
WNIa3an ‘JUBJUNOOOE JUBWISAAUI) Bj0J JasSh AQ SpJeOqUSEP ANjOBIBI| aAljoeIB| ocee
sapanb o0y pe ‘wojsno sauanpD .
HOIH 10} MOJ|Y "018 ‘4ad ‘PIOM ‘[@9%x3 ul spodas podxa o} Ayjeuondo | 9 suondo podx3 6Lee
WNIa3n € pue ‘g ‘| s|aAd] Je Ayaiesaly anjeA Jiey Joj Yodal 8j0uloo} 2/ 9SSV suodey gL'ee
’ ’ 8joujoo4 gsvo
3SH }IPaI0 JO UOIBUSIUO0D spoday .
WNIa3an pue sl ).l }salajul ‘Ysu Ipalo 1oj Jodal 8)oul00) Oy SYO 8)J0U}004 gSVo Liee
WNIa3n an|eA Jley SNsIaA Y00q Joj Jodal 8)10uloo} L gSVO suodey alL'ge
’ 8joujoo4 gsvo
HOIH 1930Nq 8w} Aq sjuswisaAul Buunjew aziensip Joppe Auniely | GL'eE
j8 Smess 1935160y ope. e
HOIH leaoidde snsian uopnoaxa ‘JosIApe ‘s|iejap aped) Buimoys Jaisiboy ISID9Y OpBIL | yi'EE
S9JUD }00q pue ‘sajnpayds ajepdn ‘siaquinu a|Npayos .
HOIH awisnipe anjea Jie} ajesauab 0) Juswaiels wolj sanjea |ind o} AljIqy anjeA Jieq4 elee
HOIH siseq an|eA Jiej pue siseq 109 yjoq je podai o} Ajjiqy sishjeuy zLee
; : : - anjeA Jieq4
(uoneoyUBPI JO [9AS) JS1l BY} SE S18qUINU Oljoj1od slayjusp| o
HOHH 85N dISNO SWES SU} UM 3S0U | *'8'l) SIORIUSPI JO S9AS] [BUORIPPY Bupoesy | HHEE
(*painjew jou aAey jey obe sieak Buisiord | Aune .
HOIH paseyoind asoy} a°1) sieah a|dijiNw JOAO SBIIINJSS Yoel} 0} AjjIqy PoeIL AUNEN | 0L°EE
sjuaWIWOD HoAI19a 03 ANjqy Auoud s|iejag juawalinbay al

Buijioday pue uoBI[IOU0IDY JUBWIISAAU] CH 9se) as "¢ xipuaddy




ON 410 ‘sjuswiwo) ul aquoasap asea|d — (UoeZIWOISND Y}IM) STA ‘STA :1edIpul 8ses|d ,

HOIH soueusjuiew pue suoljesado Jejnbai toy Aouspuadsep || [ewiulp Aouspusdeq 1| | 6'G'E
SI9SSE | onnjog siqeles ‘G’
HOIH 10 ‘spuny ‘slosIApe Jo Jaguinu Buimolb ayepowwodoe 0} 8|ge|ess HNIOS BIQeleds | 8'G’E
HOIH |eAlyo.Ie Jo malnal Joj sBo| Jipne a|qenodxg sboqupny | g€
HOIH eded Buiodal-ssolo yum poddns puny-iinw Jo Ayus-niny Buipoday-ssoin 9'G'¢
Ayjeuonouny sauenpd .
HOIH 1NS aMII-10S Jo doup-pue-belp yum ‘aapjing Asenb/buipodal ooy py 9 Buioday R
uolesauasy/spoduw| .
WNIa3an uoljessusab podas pue spodwi pajNpayds 0RINPOLIS ¥'G'e
HOIH spJooal |elpoisno pue ‘saoud ‘sapel Joj sanjigeded peojdn yoyeq speojdn yoieg £Ge
sa|ny uoneinblyuon .
HOIH Aoljod pue ‘sbey ‘spjay paulyep-1asn Buipnjoul suoneinbyuo 1oy Moy Alpusili4-1asn cae
aouel|dwod jusjeainba swAojdag .
WNIa3w 10 ZDOS suoddns jey) Juswhojdep paseq-pnojo Joy aouaiseid paseg-pno|D L'ge
sjusWWo) HaAI8a 03 Mgy fuoud s|ielaqg juswalinbay ai
uonejuswajdw] G'¢
HOIH ejep anjep Jie4 podwi Agoaup o} Agy voneiBal | ..o
: : ; i anjep Jieq
(a19eltene s| ejep
m uonesBayu| "
WNIa3an Ainseal) alaym “a°1) speojdn [enuew Jo Swa)sAs JosIApe/ueIpo}SnO 9v'e
’ spaa Buioud
Buipnjoul ‘swaysAs ajqeoidde wouy eyep Buioud podwi 0} Ajjiqy
80UapIAS JIpNE pue ‘sjuawnoop Aoljod ‘suoiewsiuod uoneiBayu|
MO J9)01q Yoeje 0} swajsAs juswabeuew jJuswnoop yjm suoljesbajul juswabeuepy Sve
Hoddns ‘wa)sAs ay) UIYIM PauUIBIUOD JOU S1e SMO[JHIOM JUBWINIOP §| juswnooQ
sjuaWIWOD HoAI19a 03 ANjqy Auoud s|ieyaqg juawalinbay al

Buijioday pue uoBI[IOU0IDY JUBWIISAAU] CH 9se) as "¢ xipuaddy




APPENDIX 4: Cybersecurity Requirements
BPCA CYBERSECURITY REQUIREMENTS

1. PURPOSE:

To establish Cyber Security requirements and guidelines that can be used consistently to ensure a secure network
for the Battery Park City Authority (“BPCA” or the “Authority”).

2. II. SCOPE:

This procedure applies to all BPCA staff and affiliates (e.g., contractors, vendors, solution providers), which have
access to or manage BPCA information and systems. This policy encompasses all systems (in the cloud, offsite
or on-premises), automated and manual, for which the Battery Park City Authority has administrative
responsibility, including systems managed or hosted by third parties on behalf of the Authority and addresses all
information, regardless of the form or format, which is created or used in support of business and operational
activities of the Authority.

3. Cloud Requirements, contractor shall:
a. Cloud services provider proposed for housing BPCA data offsite shall be compliant with the following
standards: ISO27001, ISO27017, ISO27018, SOC2 Type 2 and FedRAMP.
b. Ensure that BPCA data and processing is isolated from other customers.
Ensure that BPCA data remain within the continental United States at all times.

4. General Requirements, contractor shall:

a. PCIDSS (Payment Card Industry Data Security Standards) compliance shall be required when accepting
or processing payment cards or handling Personally Identifiable Information.

b. ICS/SCADA environments, including onboard or vehicle systems, shall be designed in accordance to
NIST SP 800-82 R2.

c. Securely destroy BPCA data in all formats (e.g., Server, Disk, CD/DVD, backup tape, and paper) when
requested by the Authority. Data shall be permanently deleted and be unrecoverable. Certificates of
destruction must be retained by Vendor and made available to BPCA upon request.

d. All contractors with access to BPCA data must sign and submit a non-disclosure agreement (NDA) which
NDA shall specify that in no event shall any BPCA data be disclosed to any entity not covered by the
NDA.

5. Operating Systems, contractor shall:

a. Use only commercially supported Operating Systems and maintain timely security patching.

b. Configure Operating Systems based on the CIS Hardening Standard,
(https://www.cisecurity.org/cisbenchmarks) with non-essential services disabled. Exceptions to the
Hardening standard must be documented and approved through the Change Control process or BPCA’s IT
department.

c. Configure the Operating System with BPCA specific standards for local and network password
management (Password Aging, Password Expiration, Password Length, Multifactor, etc.).

Use volume encryption for Operating System and all volumes storing data.

Ensure that Operating System protection tools are installed and centrally managed to mitigate exploits,
malware, malicious code, or viruses.

Ensure that Clear-text and weak cipher protocols are disabled and not used for data transfer

Ensure that Network Interface Cards are not multi-homed or used for routing.

Ensure that Inbound internet sourced traffic to systems is terminated at a DMZ.

Ensure that Internet-bound traffic from system utilizes a proxy or other form of security inspection.

o o

e
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j-

k.

Ensure that Split tunneling is not enabled while connected to the BPCA network (access to non-BPCA
internet while connected to BPCA resources).

Ensure that Operating System is registered with appropriate records in IP Address Management, DNS,
and with BPCA IT.

6. Authentication, contractor shall:

a.

Develop a plan for identity management consisting of role-based user accounts which isolate access to
BPCA data. All account activities, to include role changes, must be logged.

Ensure that all credentials are not passed over the network in clear-text or with weak encryption ciphers.
Use secure, dedicated, and privileged-access workstation (PAW) to administer BPCA Systems.

Use Multifactor Authentication for administrative users on cloud/internet-facing BPCA System
components.

Integrate application authentication into Identity Management Solution (IDMS) via SAML 2.0.
Ensure that users utilize Multifactor Authentication to access the system(s) and application(s) via the
Internet.

Ensure accounts not accessed within 90 days are either automatically disabled or have their passwords
expired.

Perform annual role reviews of active accounts (applicable to non-BPCA managed environments).

7. Encryption, contractor shall:

a.

@m0 a0 T

Ensure that all encryption methods for data-in-motion and data-at-rest meet or exceed FIPS-140/NIST
standards.

Ensure that data transfers between hosts are encrypted.

Ensure that OS/data volumes in the cloud are encrypted.

Ensure that data files that contain PII are encrypted.

Ensure that PII data residing in databases are encrypted.

Ensure data backups are encrypted.

Ensure that encryption key management system is on a separate platform from the data and its application

(keys are not stored with data).
Provide exclusive ownership of encryption keys to BPCA.

8. Networking, contractor shall:

a.

Ensure that Intrusion Prevention Systems are implemented on networks with connectivity to the Internet
and networks with sensitivity zones and/or trust boundaries.
Ensure that public cellular-based solutions employ a private cellular cloud meeting segregation
requirements outlined in this document.
Ensure that systems are deployed in a multi-tier firewall segmented network architecture

*  User Workstations

*  Operational application/system servers

*  Backup and Storage

*  Development

* QA and Testing

*  Programmable Logic Controllers

* Sensors

*  Wireless Systems
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* Internet of Things (IOT)

Ensure that listening ports/services are protected by firewalls and filters to inspect traffic between
segments and hosts.

Ensure that management of systems are restricted through firewall or access control lists over secure
protocols and that they are managed over a secure network or VPN.

Perform annual firewall rule audits (applicable to non-BPCA managed environments).

Disable unused functions on network devices.

Implement a tiered firewalled architecture that is restricted to communications where all traffic is
monitored, alarmed, and filtered.

Implement appropriate security controls to ensure the integrity and confidentiality of data flowing across
the network.

9. Control System End Devices, contractor shall:

a.

Provide physical and cyber security features including, but not limited to, authentication, encryption,
access control, event and communication logging, monitoring, and alarming to protect the device and
configuration computer from unauthorized modification or use.

Clearly identify the physical and cyber security features and provide the methodologies for maintaining
the features, including the methods to change settings from the Vendor-configured or manufacturer
default conditions.

Verify that the addition of security features does not adversely affect connectivity, latency, bandwidth,
response time, and throughput, including during the SAT when connected to existing equipment.
Remove or disable all software components that are not required for the operation and maintenance of the
device.

Provide, within a pre-negotiated period, appropriate software and service updates and/or workarounds to
mitigate all vulnerabilities associated with the product and to maintain the established level of system
security.

10. Vulnerability Management, contractor shall:

a.

Ensure that all system components (Hardware, Software, Hypervisor, Operating System, Database,
Network/Firewall Equipment, etc.) are managed within a vulnerability management and patching
program. Documentation and reporting on program activities and gaps must be made available to BPCA
upon request.

Ensure that third-party security assessments are conducted on an annual basis for the system and provided
to the Authority.

Ensure that periodic penetration tests are performed to assess system configuration and security
vulnerabilities for remediation.

Submit biannual security reports to BPCA detailing vulnerability management, penetration tests, security
incidents, and enhancements and changes to the infrastructure.

Keep all system components updated to vendor supported releases and maintain current security updates.
To the extent possible, critical patches should be installed within one week of patch release. Deviations
must be documented and a "plan to cure" developed to bring the patch level current.

Allow BPCA to conduct an independent Penetration Test upon request.

11. Incident Management, contractor shall:
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a.

Submit and document an Incident Management Plan to guide the response and recovery process in the
event of a security breach.

Ensure that all security incidents are promptly reported to the Authority. Any incident involving
compromised Personally Identifiable Information (PII), must be reported within 1 hour of detection.
Fully cooperate through technical assistance and logs to investigate security incidents when required.

12. Mobile, contractor shall:

a.

Deploy a centralized mobile device management solution to manage all mobile devices permitted to store,
transmit or process BPCA data.

Ensure the use of encryption for devices permitted to store, transmit or process BPCA data.

Ensure that password policies, applicable to mobile devices are documented and enforced.

13. Application Security, contractor shall:

a.

Ensure that any software delivered to BPCA adheres to industry standards and best practices for
architectural standardization, secure coding standards, and security testing procedures.

Employ threat modeling techniques in the design and assessment phases of the Software Development
Life Cycle (SDLC) for systems delivered to BPCA, and incorporate realistic security scenarios during
application security assessment.

Perform static analysis scans as part of security-focused reviews and validation of the use of secure
coding standards.

Perform dynamic scans as part of applications testing, production deployment, regular health checks,
change management requests and audits.

Conduct overall application and systems cybersecurity assessment, which may include penetration testing,
evaluating external infrastructure, perimeter assessment, web application testing, internal network
assessments, wireless security testing and red teaming.

Have a notification and alert process for vulnerabilities, as well as a documented response plan for
addressing newly identified vulnerabilities. Remediation may include patches, updates, security fixes,
component replacements, or other steps as dictated by the situation.

Ensure that any open-source, 3rd-party, commercial components used as part of any deliverables have
been validated through security assessments and remain as such during their operational use.

Ensure that application APIs have been validated through security assessments and security measures are
in place to protect both data and application. Such measures may include gateways, secure protocol,
authentication, and keys.

Use, at minimum, industry standard security logging standard for the Applications, and ensure that
logging profiles are available and configurable to log events at various levels for various purposes
(debugging, verbose, illegal requests, failed access, etc.)

14. NYS Policy Compliance, contractor shall:

a.

Comply with applicable New York State Policies, Standards and Procedures as listed at:
https://its.ny.gov/eiso/policies/security

Comply with Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy, Security and
Breach Notification Rules.

Comply with Federal Risk and Authorization Management Program (FedRAMP) if cloud computing is
utilized (http://www.gsa.gov/portal/category/102371).

Comply with all applicable NYS laws and regulations related to privacy protections.
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15. Privacy and Security Plan, contractor shall:

a.

Without written authorization from the Authority, shall not divulge to third parties any confidential
information obtained by the Contractor or its agents, distributors, resellers, subcontractors, officers or
employees in the course of performing contract work, including, but not limited to, security procedures,
business operations information or commercial proprietary information.

Develop a security and privacy plan in accordance with attachment 1-ITSEC. The Contractor will also be
expected to complete the System Security Plan (SSP) based on NIST 800-53 security and privacy controls
and complete the section for each control indicating how the control is met.
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TERMS &
ABBREVIATIONS
CIS
Center for Internet Security
FedRAMP

The Federal Risk and Authorization Management Program. Governmentwide
program that provides a standardized approach to security.

Government Compliant

Cloud services that are compliant for hosting U.S. Federal, State and local
agencies and are isolated from commercial, public and other cloud services.
(e.g., AWS GovCloud; Azure Government).

ISO 271001

Specification for information security management system (ISMS). ISMS
is a framework of policies and procedures that includes all legal, physical
and technical controls involved in an organization’s information risk
management program.

ISO 271017

Provides guidance on the information security aspects of cloud
computing, recommending the implementation of cloud-specific
information security controls that supplement the guidance of the ISO
27002 and ISO 27001 standards.

ISO 271018

Code of practice that focuses on protection of personal data in the cloud.
This provides implementation guidance on ISO 27002 controls applicable to
public cloud Personally Identifiable Information (PII).

SIEM

Security information and event management

SOC 2 Type 11

Service Organization Controls. SOC 2 concerns the internal controls in place
at the third-party service organization. Type II reports, concern policies and
procedures over a period of time — systems must be evaluated for a minimum
of six months.

API

Application Programming Interface

BPCA Data

Any and all data maintained by the Authority, including, but not limited to,
data related to its finances, operations, engineering, taxes, employees,
customers, suppliers and the business.
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1-ITSEC - SECURITY AND PRIVACY REQUIREMENTS
OVERVIEW

The Contractor must comply fully with all current security procedures of BPCA, as well as with all
applicable State and Federal requirements, in performance of this contract.

The Contractor must not, without written authorization from BPCA, divulge to third parties any
confidential information obtained by the Contractor or its agents, distributors, resellers, subcontractors,
officers or employees in the course of performing contract work, including, but not limited to, security
procedures, business operations information or commercial proprietary information in the possession of
BPCA.

To ensure confidentiality, the Contractor must take appropriate steps as to personnel, agents and
subcontractor education in specific security requirements as applied to this contract, explaining its
responsibilities in maintaining security, and reviewing all policies, processes and procedures that will be
used for this project.

All activity covered by this RFP must be fully secured and protected by satisfactory security arrangements
approved by BPCA. BPCA and the Contractor will establish a joint security management team to
accomplish these objectives. The Contractor must treat all information obtained through its performance
under the contract as confidential information and will not use any information so obtained in any manner
except as necessary for the proper discharge of its obligations and securing of its rights, or as otherwise
provided. State or Federal officials, or representatives of these parties as authorized by State or Federal law
or regulations, will have access to all confidential information in accordance with the requirements of State
and Federal laws and regulations. BPCA will have absolute authority to determine if, and when, any other
party is allowed to access application information. Confidentiality is the concept that data only will be
viewable by those who are explicitly permitted to view it.

GENERAL SECURITY REQUIREMENTS

SECURITY AND PRIVACY PLAN

The Contractor shall develop follow a Security and Privacy Plan approved by BPCA for all projects and
all major system enhancements to address potential security issues and the steps that the Contractor has
taken to ensure these issues will not compromise the operation of the program. The plan must be an
overarching plan for all levels of security, including but not limited to:

1. Data Security;

2. Network Security; and

3. Application Security

4. Threat, Vulnerability and Risk Assessment

All provisions of the Security and Privacy Plan must be compliant with:
1. All policies and standards defined in the New York State ITS security policies and standards
(http://its.ny.gov/eiso/policies/security);
2. Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy, Security and
Breach Notification Rules;
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3.

4.

Federal Risk and Authorization Management Program (FedRAMP) if cloud computing is utilized
(http://www.gsa.gov/portal/category/102371);
All applicable NYS laws and regulations related to privacy protections.

The Security and Privacy Plan must include:

1.

2.

A description of all security tools, hardware and software the Contractor is using and how they
integrate to form a comprehensive security architecture; and

A system overview of processes, data transfer methodology, key management, encryption,
vulnerability/patch management, system/application administration, and user access.

Data flow diagrams, data dictionary, application architecture, and network diagram of the
proposed solution, describing system interfaces, file and data types, protocols, services, and
document encryption process.

The approach to monitoring attempted security violations and the actions that will be taken when
attempts are made at violating security.

The Contractor must:

1.

Deliver an initial Security and privacy Plan during the first thirty (30) Calendar days of the
project for BPCA review and approval;

Revise the Security and Privacy Plan annually and submit for BPCA review and approval;
Submit an updated Security and Privacy Plan to BPCA for review and approval thirty (30)
business days prior to the start of Operations.

Proposal Requirements

Describe in your proposal how you will support the general security requirements described above.

A. DATA SECURITY

Data Security is the concept that data only will be viewable by those who are explicitly permitted to view
or receive it. The security model being developed to support the program is one that is based upon security
access roles and organizational affiliation. A role base access control method is one that groups resources
(such as business activities, business functions, screens, etc.) into roles. Employees are then assigned roles
based on their need-to-know information or their need to accomplish a particular business function. A user’s
organizational affiliation will also determine what data is available to them.

The Contractor shall:

1.
2.

B

Support a role-based security system that has the flexibility to easily add or delete roles;

Submit a solution that will make it easy for Security Administrators to add or remove individuals
from established roles;

Submit a solution that is able to establish different roles for the metadata database;

Submit a solution that will keep a record of activities performed by the users;

Submit a solution to track user logon and logoffs into the data warehouse system by user
identifiers so that a history of valid and non- valid logon requests by user can be available for
investigative purposes.

Submit a solution that prevents unauthorized access and safeguard the confidentiality of
person/consumer data in compliance with State and Federal law, including the Health Insurance
Portability and Accountability Act (HIPAA), the New York State Personal Privacy Protection
Law, and the data breach provisions of the New York State Technology Law.
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Proposal Requirements

Describe in your proposal how you will support the data security requirements described above.

B. NETWORK SECURITY

The Contractor shall:

1.

10.

11.

Provide a network infrastructure solution that must be self-contained and in its own security

perimeter. In securing the perimeter of the Contractor's network, the use of International

Computer Security Association (ICSA) compliant firewalls is required.

NOT connect to the State’s internal computer network without the prior, written consent of the

State, which the State will reasonably provide if necessary or appropriate for the Contractor to

provide support. As a condition of connecting to the State’s computer network, the Contractor

must secure its own connected systems in a manner consistent with the State’s then-current

security policies, which the State will provide to the Contractor on request;

Provide Internet security functionality to include the use of firewalls, intrusion detection, https,

encrypted network/secure socket layer, and security provisioning protocols such as secure sockets

layer, and Internet protocol security (IPSEC);

Implement mechanisms to safeguard data integrity and confidentiality of data passing over public

networks;

Put in place a firewall between its private network and the connection to the State's network;

Keep any information passing through its network confidential;

Ensure that measures are in place to mitigate any new network security risks created by

connecting the network to a third-party network

Submit and document the design for all communication paths between networks of different

security zones through a DMZ

Submit and document firewall and monitoring rules for all security zones, and alarm for

unexpected traffic

Establish responsibilities and procedures for remote use, as defined in the New York State ITS

security policies and standards (http://its.ny.gov/eiso/policies/security);

The Contractor’s Network Architecture and all proposed network hardware and software must be

compliant with:

[ All policies and standards defined in the New York State ITS security policies and standards
(http://its.ny.gov/eiso/policies/security);

Proposal Requirements

Describe in your proposal how you will support the network security requirements described above.

C. APPLICATION SECURITY

The Contractor’s solution shall allow for the following:

1.
2.
3.

Applying a consistent security policy across all applications;

Ensuring that applications are protected;

Providing an easy and consistent mechanism for configuring operational rules and security
policies;

Providing a structure where applications can be developed without needing to understand the
specifics of security implementation; and

Restricting access based upon the user’s role.
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Proposal Requirements

Describe in your proposal how you will support the application security requirements described above.

C. THREAT, VULNERABILITY AND RISK ASSESSMENT

The Contractor shall prepare and submit for approval a Threat, Vulnerability, Risk Assessment (TVRA)
that identifies all potential system vulnerabilities; associated risks (including exploit likelihood and
consequences); countermeasures applied; and resulting mitigated risks across all system levels

1. Security measures shall include, but are not limited to, the following, as appropriate:

a.

Restricting physical access to communication, control system components, and onboard
data (stored, live) to all but authorized personnel

Restricting wired or wireless access to all systems on-board, except for authorized
personnel utilizing a centralized system, i.e., cloud-based or data center, such as Identity
and Access Management IAM/Active Directory

Use of centralized system (cloud-based/data center) for device and/or user authentication
Use of centralized system (cloud-based/data center) to administer and manage encryption
Centralized system (cloud-based/data center) to administer and manage antivirus,
intrusion detection/prevention, Access Control Lists (ACL), firewall policies and logs.
Proper isolation of security critical system functions from other functions end-to-end
(client-to-server, wired/wireless, cloud-based/data center)

Application of secure coding practices

Use of secure operating systems

Operating System version shall have a useful life of five years at the time of final
acceptance by BPCA

All systems/software shall be upgradeable and compatible with the latest Operating
System at the time of final acceptance by BPCA

k %k 3k
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Exhibit B

CYBERSECURITY TERMS AND CONDITIONS

A. Definitions.
1. Authority: shall mean the Battery Park City Authority (“BPCA”) and its subsidiaries and affiliates.

2. Authority Data: shall mean the following regardless of whether it is contained in existing or newly
created in the future physical or electronic media at rest or in motion, any and all

a. Personal Information as such term is defined herein;

b. all other data, information and documentation of the Authority including current and
revised technology assets and systems, procedures and methodologies for designing
implementing or maintaining in general and specifically, with information technology
and physical and electronic security;

c. the Authority’s owned, licensed, or subscribed inventions, ideas and designs, design
documents, equipment technology and software;

d. reports and studies whether prepared by Authority, the Contractor or a third-party and
whether in development or completed; and

e. data, information, documentation and material prepared by or for the Contractor, any
subcontractor, or by their respective consultants, agents, officers or employees in
connection with performance of the Work, whether prior or subsequent to execution
of this Contract or Agreement, and

f.  the results of the Work.

3. Personal Information or Personal Identifiable Information: shall mean

a. any representation of information that permits the identity of an individual to whom
the information applies to be reasonably inferred by either direct or indirect means;

b. information: (i) that directly identifies an individual (e.g., name, address, social
security number or other identifying number or code, telephone number, email
address, code, symbol, mark or other identifier) or (ii) by which the Authority or other
agency intends to identify specific individuals in conjunction with other data elements,
i.e., indirect identification. These data elements may include a combination of gender,
race, birth date, geographic indicator, and other descriptors; and

c. information permitting the physical or online contacting of a specific individual shall
be deemed Personally Identifiable Information.

4. Contractor: as used in this Article shall mean the vendor, contractor, individual or organization that
enters into the Contract or Agreement to perform the Work pursuant to the Contract Documents.

5. Work: as used in this Article shall mean as all the required obligations of the Contractor under the
Contract or Agreement including but not limited to, the performance of any labor or services, the
supplying of any goods, materials or personnel, the furnishing of any equipment, supplies or any
other resources or requirements or deliverables necessary for the performance of the work and/or
required by the Contract Documents including any scope of work and any modifications to the
Contract or Agreement, if any.

B. Compliance with Applicable Laws, and Authority Security Policies and Procedures.

1. The Contractor, including its subcontractors, agents, officers, employees, and all other persons performing
under this Contract or Agreement on behalf of the Contractor, shall comply with the applicable standards and
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policies set forth in the New York State Office of Information Technology Services Security Policies, which,
are located at https://its.ny.gov/eiso/policies/security, in connection with the work, products, services and/or
systems that the Contractor is providing to the Authority.

2. The Contractor shall deploy a system security plan (SSP) for ensuring the security of the Authority’s systems
and data. The SSP and associated technical, organizational and security measures shall align with the
information security management system (ISMS) family of standards as published by the International
Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC), also known
as the ISO/IEC 27000 series, the NIST cybersecurity framework, or the CIS Top 20 security framework,
and SAE International applicable standards, as each may be modified or replaced from time to time.

3. The Contractor shall implement and maintain security measures that meet or exceed the BPCA Cybersecurity
Requirements annexed hereto and incorporated herein by reference (“Baseline Cybersecurity
Requirements”). Ata minimum, the Contractor shall comply with the Baseline Cybersecurity Requirements.

C. Data Privacy and Information Security.

The Contractor’s existing methods and procedures shall be in compliance with these terms and conditions
and the Baseline Cybersecurity Requirements. Should the Authority require the Contractor to make
changes to its cybersecurity compliance during the term of the Contract or Agreement, the Contractor shall
work with the Authority to agree on the changes to the cybersecurity compliance.

1. The Contractor shall provide the Authority, upon request, with information regarding the Contractor’s
compliance and implementation of the Baseline Cybersecurity Requirements.

D. Protection of Data; Notice.

1. The Contractor shall appoint a team of dedicated personnel to work with the Authority during any Security
Incident Response (the “Cyber Incident Response Team”). The Cyber Incident Response Team shall be
maintained by the Contractor for the duration of the Contract or Agreement. The Contractor shall within
twenty-four hours (24) hours of the Authority’s Notice of Award (or execution of the Contract or Agreement
if no Notice of Award has been issued) provide, in writing, a list of the individuals on the Cyber Incident
Response Team. Such list shall include the name of each team member together with a phone number and
email address for each such member. In the event of any changes to team members or team member
information, the Contractor shall provide such new information to the Authority, to the attention of the Project
Manager, in writing.

2. The Vendor shall comply with the New York Stop Hacks and Improve Electronic Data Security Act (also
known as the SHIELD Act) in the performance of the Work, as applicable, which, among other things,
imposes on entities identified in the SHIELD Act:

a. particular data breach notification requirements; and
b. data security safeguards.

3. Unless otherwise provided by law or as further detailed in the Contract or Agreement, in the event of an any
act, error or omission, negligence, misconduct, or breach that compromises or is suspected to compromise
the security, confidentiality, or integrity of Authority Data or the physical, technical, administrative, or
organizational safeguards put in place by the Vendor that relate to the protection of the security,
confidentiality, or integrity of Authority Data, the Contractor shall, as applicable:

a. promptly notify (i) the Project Manager and (2) the Authority by email to [EMAIL],

as well as verbally by phone at [PHONE] as soon as practicable but no later than
twenty-four (24) hours after initially becoming aware of such occurrence;
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b. perform or take any other actions required to comply with applicable law as a result of
the occurrence;

c. cooperate with the Authority in investigating the occurrence, including making
available all relevant records, files, data reporting, and other materials reasonably
required to comply with applicable law, in referring the occurrence to appropriate law
enforcement agencies, and in issuing appropriate press releases and responding to the
media;

d. in the case of Personally Identifiable Information (PII), (i) notify the Authority, to the
attention of: (1) the Project Manager, within twenty-four (24) hours of a confirmed
breach and (2) by email to [EMAIL], as well as verbally by phone at [PHONE]; and
(i1) at the Authority’s sole election, notify the affected individuals who comprise the
PII as soon as practicable but no later than is required to comply with applicable law,
or, in the absence of any legally required notification period, within seventy-two (72)
hours of the Authority providing written notification to the Contractor requiring the
Contractor to notify the affected individuals; and

e. provide to the Authority a detailed corrective action plan as soon as possible, but no
later than within ten (10) calendar days of the occurrence, describing the measures the
Contractor will undertake and the implementation schedule for such measures, to both
resolve the breach and prevent a future occurrence. If the Contractor is unable
complete the corrective action within the required timeframe, in addition to the
remedies provided herein, the Authority may contract with a third party to provide the
required product, service or system until (i) corrective actions have been taken, (ii) the
Authority is able to procure from the Contractor the product, service or system in a
manner acceptable to the Authority, and/or (iii) until the Authority has completed a
new procurement for a replacement product, service or system (the ‘“Mitigation
Efforts”). In such case, the Contractor shall reimburse the Authority for the reasonable
costs related to the Mitigation Efforts following notice and demand for payment by
the Authority.

f.  The Contractor shall be responsible for recreating lost Authority Data, if any, in the
manner and on the schedule set by the Authority without charge to the Authority.

E. Supply Chain Risk.

1. Upon commencement of the term of the Contract or Agreement, the Contractor shall establish, document,
and implement risk management practices for supply chain delivery of work, products, services and systems
provided under this Contract or Agreement, if any. The Contractor shall provide documentation on its: chain-
of-custody practices, information protection practices, and integrity management program for components
provided by sub-suppliers within fourteen days (14) of issuance of Notice of Award or, in the event there is
not a Notice of Award issued, within fourteen (14) days of execution of the Contract or Agreement. The
Authority may, in is sole discretion and upon the request of the Contractor, extend such time period upon
good cause shown.

2. The Contractor shall identify the countries where the development, production and maintenance for the work,
products, services and systems provided under this Contract or Agreement is performed (“List of Supplier

Countries”). The Contractor shall notify the Authority of changes to the List of Supplier Countries promptly
but no less than seven (7) days after the Contractor knows or has reason to know that the list has changed.

F. Prohibition Against Offshore Work

1. Ifthe Contractor is providing consulting and/or professional services including, but not
limited to, software development or maintenance, for BPCA Systems, the Contractor
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shall not perform any Work outside the United States or utilize any third party to
perform (including its own employees) to provide any Work outside the United States.

2. Notwithstanding the foregoing, the Contractor may request that it be permitted to
perform Work outside the United States, which determination shall be in the sole
discretion of the Authority. In the event the Authority grants such request, the
Contractor shall:

a. Inno event transmit, transfer, or otherwise store Authority Data outside
of the United States.

b. Access Authority Data only through virtual desktops provided by
BPCA. Access through other paths is strictly prohibited.

3. Enforce compliance with the BPCA IT Security requirements on the devices
connecting to the BPCA virtual desktops including:

a. Not transfer Authority Data between virtual desktop and Contractor’s
device

b. Not print Authority Data on non-BPCA managed printers.

G. Cybersecurity Insurance.

The Contractor shall, at its own expense, procure and maintain in full force and effect during the term of this
Contract or Agreement, a cybersecurity-related policy of insurance, as set forth by the Authority’s schedule of
insurance requirements; such policy shall have the minimum coverage set forth therein.

H. Patching Governance.

1. After Notice of Award but prior to the performance or delivery of any work, products, services and systems
to the Authority or any connection of electronic devices, assets or equipment to the Authority’s electronic
equipment, the Contractor shall provide documentation regarding its patch management and vulnerability
management/mitigation programs and update process (including third-party hardware, software, and
firmware) for work, products, services, systems and any electronic device, asset, or equipment required to be
connected to the assets of the Authority during the provision of products and services under this Contract or
Agreement. This documentation shall be provided to the Authority, to the attention of the (1) Project
Manager, and (2) the Authority by email to [EMAIL], and shall include information regarding:

(a) the resources and technical capabilities to sustain this program and
process such as the Contractor’s method or recommendation for how
the integrity of a patch is validated by the Authority and

(b) the Contractor's approach and capability to remediate newly reported
zero-day vulnerabilities.

2. Unless otherwise approved by the Authority in writing, current or supported versions of the Contractor’s
work, products, services and systems (“Items”) shall not require the use of out-of-date, unsupported, or end-
of-life version of third-party components.
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3. The Contractor shall verify and provide documentation to the Authority to the attention of the Project
Manager that procured Items (including third-party hardware, software, firmware, and services) have
appropriate updates and patches installed prior to delivery to the Authority.

I. Updates.

The Contractor shall provide appropriate software and firmware updates to remediate newly discovered
vulnerabilities or weaknesses every thirty (30) calendar days, and within every fourteen (14) calendar days to
the Authority, to the attention of the Project Manager, if an update is required to remediate critical
vulnerabilities. If updates cannot be made available by the Contractor within these time periods, the Contractor
shall provide mitigations and/or workarounds every forty-five (45) calendar days.

J.  Cooperation with Authority Cybersecurity Reviews.

1. The Contractor acknowledges that the Authority has a significant interest in protecting and securing
Authority Data and that maintaining cybersecurity is an essential element of the Work. The Contractor shall
cooperate with the Authority’s compliance and cybersecurity reviews during the term of the Contract or
Agreement and shall provide (1) information; (2) responses to inquiries and questionnaires in written form,
when requested, and (3) supporting documentation to facilitate the Authority’s review(s). Such reviews will
be coordinated by the Authority’s Project Manager.

2. The Contractor shall submit to the Authority, to the attention of the Project Manager, the following: a SOC
Type 2 Report within seven (7) days of Notice of Award or, if no Notice of Award is issued by the Authority,
within seven (7) days of execution of the Contract or Agreement. When the Contractor’s SOC Type 2 Report
has expired, the Contractor shall submit an updated SOC Type 2 Report or, if a new report is not immediately
available, a bridge letter from the Contractor’s senior management, within seven (7) days after expiration of
the preceding report. The obligations set forth herein shall be ongoing throughout the term of the Contract
or Agreement.

K. Destruction of Authority Data.

1. All Authority Data including, but not limited to, all copies and reproductions thereof and all documents and
materials derived from such Authority Data including any data in electronic form (i.e. cloud hosted Authority
Data, etc.) provided to, prepared by or for the Contractor or any of its employees, subcontractors, agents and
representatives (collectively, the “Contractor Personnel”) shall, irrespective of whether such is in writing or
stored electronically, be returned to the Authority or irrevocably destroyed by the Contractor and the
Contractor Personnel, at the Authority’s election, promptly upon the earlier of: (i) the termination or
expiration of the Contract or Agreement; or (ii) the Authority’s request.

2. The Contractor shall, and shall cause its Contractor Personnel to, irrevocably destroy the Authority Data by:
(i) shredding physical documents; (ii) wiping clean the device memory on all equipment, machines,
databases, servers, cloud storage or other electronic media on which the Authority Data is located; and (iii)
sanitize storage media, as well as temporary files and backup files on which the Authority Data is stored. The
Authority may request certification that destruction has been irrevocably completed for all primary, backup
and any other applicable systems or mediums from the Contractor which shall be promptly provided by the
Contractor for itself and for the Contractor Personnel; but in no event, not later than fourteen (14) days
following the Authority’s request.

L. Subcontractor Compliance.

1. The Contractor shall flow down these Cybersecurity Terms and Conditions to its subcontractors, agents and
representatives who perform any Work pursuant to the Contract or Agreement.
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2. The Contractor shall ensure that each of its subcontractors, agents and representatives comply with these
Cybersecurity Terms and Conditions.

M. Cybersecurity Training.

The Contractor shall ensure that any individual or individuals who have access to Authority Data under this
Contract or Agreement shall undergo cybersecurity awareness training from a reputable training source. Such
training shall be at the Contractor’s cost and the Authority shall not be required to pay any costs related to such
training. The Contractor shall maintain training records during the term of the Contract or Agreement and shall
make such documents available to the Authority for inspection upon request of the Authority.

N. Conflict.

If there is a conflict between these Cybersecurity Terms and Conditions and the Contract Terms and Conditions,
the most stringent provision shall apply.

* %k ok
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